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support continuity of IT services, and reduce negative impact on services and Users.  

SECTION II. SCOPE AND APPLICABILITY  

This policy applies to all St. Thom as employees (faculty, staff, and student workers), student clubs 
and organizations, contractors and volunteers  

SECTION III. DEFINITIONS  

When used in this policy, the following terms have the following meanings:  

a. Category III –  Orange Data  means data that, if made available to unauthorized parties, may 
adversely affect individuals or the business of the University of St. Thomas. This 
classification also includes data that the University is required to keep confidential, either by 
law (e.g., FERPA) or u nder a confidentiality agreement with a third party, such as a vendor . 

b. Category IV –  Red Data  means data that includes any information that St. Thomas has a 
contractual, legal, or regulatory obligation to safeguard in the most stringent manner. In 
some cases, unauthorized disclosure or loss of this data would require the University to 
notify the affected individual and state or federal authorities.  

c. Change Advisory Board  means the cross-functional ITS working group designated to 
continuously review and maint ain the change management process, and review and approve 
proposed changes. 

d. Change Control  means a systematic approach to managing all changes made to University 
IT Resources. The purpose is to ensure that no unnecessary changes are made, that all 
changes are documented, that services are not unnecessarily disrupted, and that resources 
are used efficiently.  

e. Emergency Change  means a 
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i.  Planned Change  means pre-authorized changes that are low risk, relatively common, and 
follows a procedure or work instruction.  

j. Routine Level Change  means changes made to systems that are of a  routine nature, are very 
low risk and generally involve using the system as designed, such as adding a new user, 
adding or updating a new record, changing user permissions.  

k. SaaS (Software as a Service)  means systems used by the university that are hosted and 
maintained entirely by a 3rd party vendor.  Examples, Microsoft Office365, Canvas and 
Qualtrics.  

l. Tier 0 and Tier 1 Systems mea ns s






