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SECTION I. PURPOSE

The purpose of this policy is to provide a structured and consistent process for defining the
university’s data security levels, which will establish the foundation for appropriate access control
policies and procedures used across the university. St. Thom as takes seriously its commitment to
respect and protect the privacy of its students, alumni, faculty and staff, as well as to protect the
confidentiality of information important to the university's mission.

SECTION Il. SCOPE AND APPLICABILITY

This poli cy applies to:

x Employees (faculty, staff, student workers)
X Student clubs and organizations
x  Contractors

X Volunteers

This policy does not apply to materials and information that are the personal property of individuals
covered by the policy, such as personal notes.

SECTION Ill. DEFINITIONS

When used in this document, the following terms have the following meanings:

x Data - All information generated or owned by the University of St. Thomas (including, but
not limited to, information generated or developed by the university’'s employees in the
course of their job duties and responsibilities, unless the university has waived its ownership
rights to the Data) and information not generated or owned by the university, but which the
university has the du ty to manage. This information can exist in any form including, but not
limited to, print, electronic and digital.

x Data Owner —The designated person at the university assigned as the owner and decision
maker on the respective set of Data. The Data Owner sets the appropriate data classification
and determines the impact the Data has for continuity and disaster recovery purposes.

x Data Steward - Faculty or staff member who has been assigned as the person directly
responsible for the care and management of a certain type of Data. Data Stewards are
responsible for approving access to the Data they manage. For example, the Registrar is
responsible for approving access to Student Data.

x Data Custodian —Person or unit responsible (typically ITS) for implementing t he
management, retention and destruction policies of a particular category or categories of
data.
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x FERPA-Protected Student Data — Includes all information related to a student’'s academic
record not defined by the university as directory information. See:
http://www.stthomas.edu/registrar/student/ferpa/annualnotice

X Least Privilege Required - Security concept that users should only be granted the minimum
level of access required to complete their job duties.

x Personally Identifiable Information (PII) — A person’s name, or another piece of
information that can identify someone without more information, or a combination of
information that can personally identify someone.

X PCI-DSS - Payment Card Industry - Data Security Standard established by the major credit
card companies which are required to be followed by all organizations taking credit card
payments.

x Protected Health Information (PHI) — Personal health and health- related Information
protected by HIPAA or other laws or regulations that require extra levels of security to
ensure the information is kept confidentially.

SECTION IV. DATA CLASSIFICATION

St. Thomas has classified its information assets into the categories of I-  Green, Il -Yellow, Il -Orange,
IV -Red for the purpose of determining who is allowed to access the information and what security
precautions must be taken to protect it against unauthorized access.

The university classifies its data and provides access to data on a “need to know” basis as it relates to
specific job duties. Wherever practicable, the university assigns access under a “least privilege
required” model whereby employees are only granted the permissions needed to perform their jobs

and no more. Data security measures must be implemented commensurate with the sensitivity of the
Data and the risk to the university if the Data is compromised.

It is the responsibility of the applicable university Data Owner to evaluate and classify Data
according to the classification system adopted by the university and described below. If Data of
more than one level of sensitivity exists in the same System or Endpoint, such Data shall be
classified at the highest level of sensitivity.

The university has adopted the following four security classifications of Data:

Category IV. Red
Examples include, but not limited to:

Data that includes any information
that St. Thomas has a contractual,
legal, or regulatory obligation to
safeguard in the most stringent
manner. In some cases, unauthorized
disclosure or loss of this data would
require the University to notify the
affected individual and state or
federal authorities.

x Payment Card Information (PCI -DSS), such as:
Credit or debit card number
Credit card security code (CVV) number
Card magnetic stripe data

x Protected Health Information (PHI), including
any health information about an individual, in
combination with Personally Identifiable

Information
Access to Category IV -Red data will
be subject to the highest level of x Personally Identifiable Information (PII) that is
security controls as defined by the legally protected against unauthorized disclosure
Minimum Security  Standards. under federal, state or other applicable law,
including:
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Category I. Green

Public information. Any information
that may or must be made available
to the general public, with no legal
restrictions on its access or use.

Examples include, but not limited to:

X General information and marketing materials
about the university such as press releases,
campus maps, athletic results, information about
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https://www.stthomas.edu/about/departments/innovation-technology-services/information-security/index.html#minimum-security-standards
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Faculty / Staff Information

Category Level

St. Thomas Email Address

Category | - Green

Work Address

Category | - Green

St. Thomas Phone Number

Category | - Green

Performance Review Information

Category Il - Yellow

Appendix A to
Data Security Classification Policy
Policy number: 114

Page 1 of 2







	Data Security Classification Policy
	SECTION V. SECURITY CONTROLS AND APPROPRIATE SYSTEM USE



